MUHHCTEPCTBO HAyKH U BEICIIEro oopasoBanus Poccuiickoi Menepaiyn
MenepalbHOE rOCY/1aPCTBEHHOE OI0/KeTHOE 00pa3oBaTebHOe
yupesk/ieHre BbICIIero 06pa3oBaHus
«KoMcoMoipckuii-Ha-AMype rocyJapCTBEHHBI YHHUBEPCUTET

YTBEPXJIAIO

HOBaHKe (haKyIbTeTa)
SLIO. I'puropees

(npmuce, PUO)

L8 20.7r.

PABOYAS TPOI'PAMMA JUCHUITJIWHBI
IIporpaMmHo-annapaTHbie cpejcTBa obecnedenuss HHGOPMaUHOHHOH
0e30MacHOCTH

Hampagnenue DOATOTOBKH i 10.05.03 "Hngpopmayuonnas Gezonacnocme ;
| asmomMamuzuposanuvlx cucmem” :

........................................................................................................................... N

Hanpasieanocts (podHib) i Obecneuenue uHGOpMayuoHHol besonacHocmu ‘
00pa30oBaTeNbHOM IPOTPAMMEL | PACHPEOeieHHbLY UHGOPMAYUOHHBIX CUCEM

____________________________________________________ i

|
3au_c oy g Kageopa HBEAC - Hugpopmayuonnas
: Be30nacnocms agmomMamu3upOSaHHbIX
cucmem

Komcomonbck-aa-Amype 2021



Pazpaborunk paGodeii nporpamMmsr:

/

W V’ fH B T
L3 (ﬂon)l?Ho&\:TL, CTEMEeHb, YYEHOE 3BAHUE) G (/ (ﬁozmncx,)
COI'JTACOBAHO:
3aBenyrommii kadenpoit
UhAC
(nanMeHOBaHNE Kaeaprr) W —

HO)

A ﬁ”»/ﬂ’ﬂl/wmpﬂ

(ﬁ(mfncx.)

(PHO)



1 Obmue mo1oxeHHs

Pabouas mporpaMva H ()OHI ONECHOUHBIX CPEACTB MUCIUAILIHHLI «ITporpammuo-
aIIapaTHBIC CPEICTBA ObecTieuen s HHYOPMALUMOHHOM GE30IaCHOCTHY COCTARICHEL B COOTRET-
CTBHH C TpeOOBaHUSMH (heNlepaibHOro ToCyIapCTBEHHOIO 00pa3oBaTeNbHOrO CTaHapTa,
YTBEPIKIEHHOIO NMpHKasoM MuHucTepcTBa 00pasoBanus M Hayku Poccmiickoit Denepanum No
1509 ot 01.12.2016, 1 0cHOBHOH NMPo(heccHOHATLHOM 00pa3oBaTebHOMN TIPOrPAMMEI TTO/IrOTOB-
ki «OGecnedenue HHGOPMANUOHHOH OE30MACHOCTH pacnupeeneHHblX HHOOPMALMOHHBIX
cuctem» mo cnenuansHoctr 10.05.03 "Mudopmanuontas Ge3onacHoCTs ABTOMAaTH3UPOBAHHBIX

cucrem".

3anaun
JTACIIMILTHHBI

AaTh TIPEJICTABICHHE O METO/[aX U CPEJCTBAX 3ALUMTHI HHPOPMAIHH B KOMITh-
TOTEPHEIX CHCTEMAX; O 3AlUTHBIX MECXAHM3MAX, PEATH30BAHHBIX B CPEICTBAX
3aIHTR! KOMIBIOTEPHBIX CHCTEM OT HECAHKIHOHMPOBaHHOTO socTyna (HCJT):
0 COBPEMEHHBIX IPOI'PAMMHO-AIMIAPATHBIX KOMILUIEKCAX 3aliUThl MH(BOpMa-
[lHH; O MPUMCHEHNH CPEJCTB KPUIITOrPApHIECKOi 3a1uuThl HHYOPMAIAH U
cpenctB 3amutel o HCH mis pemenns 3amau oGecriedeHns uHpOpMaIHOH-
HOH 0e3011aCHOCTH.

OCHOBHBIE
paszelnsl / TeMbl
JUCITHILTHHEL

1. Ilpumenenne C3U ot HCJ] i OpraBM3aiuy 3ammmeHHbX KOMIBIO-
TCPHBIX cucTeM. Ilpuvenenne cpencTB opraHusamum BHpPTYaIbHBIX
YACTHBIX CETEH.

2. 3ammra DpOrpamMm OT H3YYEHHSL, CIIOCOOBI BCTpauBaHUs | 3auuthl [10

MeTozbl 1 cpencTBa OrpaHHYEHHS MOCTYNA K KOMIOHEHTAM BEIMHCTHTEh-
HBIX CUCTEM

2 I[lepedeHs MIAHAPYEMBIX Pe3y.IbTATOB 00y4eHHS N0 AHCHHILIHHE (Moay.o),
COOTHECCHHBIX ¢ IVIAHHPYEMBIMH Pe3y./IbTATAMH 06PA30BaATeILHOl TPOrPAMMEBI

IIpouecc H3y4YEHHUS IUCHUIIIHHDL «IIporpammHo-anmaparuele cpeicTBa obecedeHns
HHPOPMATMOHHOM (Ge30MacHOCTH» HAlpaBIeH Ha (opMHEpOBaHHUE CIIEYIOMHIX KOMIIETCHIMH B
coorBercTBrH ¢ DI'OC BO 1 0cHOBHOI 06pasoBaTe/ibHOM IPOrpaMMoit (tabmuma 1):

Tabmana 1 — KoMnerenuuu u miaHupyembie Pe3yJbTaThl 00YYEHHUS 10 AUCIAILIHHE

Kon n HanmenoBarue

[lnanupyemeie pesybrarsl 06yUEHHS MO AMCHHATIIHHE

KOMIICTEHITHH . [epeuens yme-
Ilepedens 3nanmii i ITepeueHs HaBBIKOR
IMpodeccuonanbunie
ITK-13 cnocoGroCTEIO 31(IIK-13-1) mero- | Y1(ITK-13- HI1(ITIK-13-1) Bragers
YHacTBOBATh B IPOCKTH- | JIbI 3ALIUTHI KOMIb- | 1)BBIIOIHATE MEXaHHu3MaMH BCTPOEH-
POBaHWH CPEJCTB 3alli- | OTEPHOU HH(pOpMa- | HACTPOIKY 3a- semvu ¢ C3M ot HCJT
Thl HHPOPMAIHH aBTOMA- | [AH; LIMTHBIX MeXa-
TH3HPOBAHHOM CHCTEMBI HHU3MOB TIPO-
rpaMMHO-
annapaTrHbIX
CpeJCTB
32(IIK-13-1) kmac- | V2(TIK-13-1)
cupukanus u obIas | HacTpamBaTh
XapaKTepPHCTHKA IOJUTHKY 0e3-
HPOrPaMMHO- OIACHOCTH
annapatHbIX CPeICTB | CPEeCTBAMHI ]




3a0IMThl HHOpMa- TIPOrpaMMHO-

U arnmapaTHbIX
KOMILIEKCOB 3a-
HTEl HH}Op-
MaIin
31(I1IK-14-2) ocroB- | YI(TIK-14-2) HI1(IIK-14-2) Bnazers
HblE€ HPHHIHUIBI /- | BBITIOIHSTE CpPE/ICTBAMH a/IMHHH-

MEHHCTpupoBamms | PYHKLMHA aIMH- | CTPHPOBAHHS IIPOTpaM-

HHUCTpaTopa 0e3- HO-ammnapar -
3AITUINIEHHBIX  KOM- patop: B HAPATHELY ROM

OITACHOCTH 3a- ILUIEKCOB 3aIUTHI HH-
e LIAIIEHHBIX (hopmaru oT HecaHk-
TTIK-14 cnocoOHOCTEIO KOMIBIOTEPHBIX | IHOHHPOBAHHOTO J10-
TIPOBOJHTEL KOHTPOJIbHBIE CHCTEM cryna

TIpoBEpKH paboTocmo-

COOHOCTH TIPAMEHSIEMBIX 32(IIK-14-2) oco- Y2(1IK-14-2)

OeHHOCTH peann3a- NPHMEHATE  Me-

IIPOTrPAMMHO-
MM METOJIOB 3aIlli-

aIIapaTHbIX, KPHTITO- 5 OB 3arr XaHH3MET 3amH-

TBI HHpOpPMALUH
rpauYecKuX U TeXHUYE- . ThI, PeaTH30BaH-
CKHX CPEJICTB 3alTUThI " 5

B annapatHbIMU cpex- | FPI¢ B IIporpam

unpopmarn .

CTBaMH

anmnapaTHbIX

KOMILIEKCAX, ©
HENBIO  MOCTpOe-
HHUS  3ALIHIICH-
HBIX  KOMIIBIO-
TEPHBIX CHCTEM

3 Mecro aucnuminnel (MOAYJIs) B CTPYKTYpe 06pazoBaTenbHoii nporpaMmsbI

Hucranmma(vMoays) «IIporpaMMHO-anmaparHble CpejicTBa 06ecreden s HHbOpMAIU-
OHHOH 0e30IACHOCTH» U3yUaeTcs Ha 4 Kypee B 7 ceMecTpe.

Jucuuniuna sBnsercs 6a30BOM IMCIUIIIMHON, BXOIUT B COCTAB OT0Ka | «lucmmimMaeL
(Momynn)» ¥ OTHOCHTCS K 6a30BO# YacTH.

JUist OCBOEHHMST IMCHMILIHHEI HEOOXOAMMBI 3HAHWS, YMEHHUSL, HABBIKH K (MTIH) OTIBIT MpaK-
THYCCKOH JIeATeNLHOCTH, CHOPMHPOBAHHBIE B NPOIECCE M3YUCHUS MUCIMILIAH / TIPaKTHK:
KPHITOrpa()MIeCKHE METOIBI 3aIUTH HHDOPMAIIHH, TEXHHUYECKAS 3aIUTa HHGMOPMALHH.

3HAaHWA, YMEHHS ¥ HaBBIKH, C(OPMHDOBAHHBIE IPH H3YYEHWH UCIIHILIMHDI
«IIporpaMMHO-anmapaTHbie cpeacTBa obecneuenns HHPOPMAIHOHHOH Ge30MacCHOCTHY, OynyT
BOCTPeGOBaHbI IPH BBITIOJHEHHH BBITYCKHOH KBaTH(UKAITHOHHOH PaGoTHL.

Mucuunmuna  «lIporpaMMHO-anmapatHele  cpeicTBa  obecredeHus HHPOPMAITHOHHOM
0e30MacHOCTH»» B paMKaX BOCIHTATENLHON PAGOTHI HAIIPABIEHA HA PA3BHTHE TBOPYECTBa, IMPO-
(eccHOHATBHBIX YMEHHi, OTBETCTBEHHOCTH 38 BBIIOIHEHHE y4eOHO-IIPON3BO/ICTBEHHBIX 331~
HUH.

4 O0bem MHCHHILTAHEI (MOYJIsH) B 324€THBIX €IHHHIAX ¢ YKA3ZAHHEM KOJIHYECTBA
AKAIEMHIECKHX YAC0B, BbIIEJICHHbIX HA KOHTAKTHYIO PafoTy 00y4aromuxcs ¢
npenoaBartesneM (M0 BHAAM y4eGHBIX 3AHATHIT) H HA CAMOCTOSTELHYI0 paGoTy
odyqarommxcs

OGuras Tpy/10eMKOCTE (00BbeM) IHCUMILUIMHBI COCTABNSET 4 3aueTHble eAMHuIbL 144
aKaJIeMHYECKHX Jaca.
Pacnipenesenne o6bema AHCHUMIIEHBI (MOTYJIs) 10 BHAAM y9eGHBIX 3aHATHI



npeicTaBJIeHo B Tabanne 2.

Tabmuna 2 — O6peM gECHUIUTHAEBL (MOTYIIs) IO BUAAM Y4eOHBIX 3aHATHH

O0beM qHCHHITHABI

Bcero akagemu-
YeCKHX YacoB

OO6mast Tpy0eMKOCTh IUCIIHILIHHEI

144

Konrakrnas ayauTopnas pa6oTa o0y4aouMXcs ¢ MpernojaBaTeem (mo
BHJaM y4eOHBIX 3aHATHIN), Beero

48

B toMm umncne:

3AHATHA JEKUHOHHOTO THNA (JICKLMK M HHbIC YYeOHBIC 3aHATHS, eIy~
CMATPUBAKOIIME NPEHMYIIECTBCHHYIO Mepesiady yueOHoi HHbOpMALHH Ie-
JIATOTUYECKUMH PabOTHHKAMH)

16

3AHATHS CEMHHAPCKOT0 THNA (CEMHHAPBI, IPAKTHYECKHE 3aHATHSL, IIpaK-
THUKYMBIL, 1a60paTOpHBIC PabOThl, KOIIOKBHYMbI M HHBIE AHAJIOIHUHELE 3a-
HATHS)

32

CamocrositebHast paboTa 06y4aKOMMXCs M KOHTAKTHAN pa6ora, BKJIFO-
Haromas rpynioBblie KOHCYIbTALHM, HHAMBHAYATbHYIO paboTy 06ydaro-
IMXCS C NPENOIaBATEIAMHE (B TOM YHCIIC HHAMBH/IYaIbHbIE KOHCYJIbTAIIHH);
B3aHMO/ICHCTBHE B SJIEKTPOHHON UH(OPMAHOHHO-06pa30BaTENBHO] cpene
By3a

96

IIpomesxyTounas arrecranus obydqatommxcs — 3a4_c oI

I

5 Coaepxanue THCHMLIAHGT (MOTy.I51), CTPYKTYPHPOBaHHOE 10 TeMaM (pasjeaam)
€ YKa3aHUEM OTBEEHHOT0 HA HHX KOJHMY€CTBA AKAJeMHYECKHX YaCOB H BH/I0B

y4e0Hoii padoTsl

Tab6imua 3 — CTpyKTypa H comepiaHuie UCIMIUTHHD! (Mozyus)

[ —

yacax)

Bujibl yueOHo# paboTe, BKFOUas CaMOCTOHTCHBW
HYIO paGoTy 00yHalOIIUXCsl # TPYI0eMKOCTE (B

Haumenosanue Ppa3ZIClIOB, TEM H COJIepXKa-
HHE Marepuana

Konrakrhas pabora
IIpenogaBaress ¢ 00y4amuMucs

Jlexknuu | Cemunapckue
(mpaxTHueckue

3aHSTHS)

Jlaboparopueie

CPC
3aHATHS

Paznen 1 Mpumenenne C3U or HCJA aas
OpraHH3anuu 3ANHIEHHBIX
KOMNLIOTEPHBIX cucrem. IlpumeHenmne
CPeACTB OPraHH3AlMH BHPTYAJLHBIX YacT-
HBIX ceTei

HCJl x undopmaumu. Bumsr u crocoBer. 8
CoBpeMeHHBIE BBI3OBB HH(OPMALHOHHOI
OesonacrocTr. Cymectsyromue cpeacTsa
3alUThl MHGOPMAIMH B COOTBEICTBHH ¢
tpeboBanusamMu ®CE u ®CTIK PdD. Usme-
HEHHe HacTpoek cepBHca PGPkeys. Illud-
poBanue u oOMeH HHppoBaHHOH HHpOpMa-

16

(4%) 46




Haumvenosanue pas3zesioB, TEM H coaepka-
HHE MaTepuasa

Bupl yuebmoit pabotel, BKIIOUAs caMocTosTE h-
HYI0 paboTy o0y4alommxcst H TPY0eMKOCTh (B
qacax)

Konrakrthas pa6ora
[Ipero/iaBaTens ¢ 00yJaromuMucs

Jlexnun

CemuHapckue
(IpakTHYecKHe
3aHATHS)

JlaboparopHsie
3AHATHS

CpPC

muedl. Cucrema 3auuThl KOHQHACHIHAI-
HO# uHpOpMarmu «StrongDisk». OcHOBHEIE
XapaKTepUCTUKK cucteMsbl. Kiraccudukarus
n obmue xapakrepuctuku C3U HCJI, Wnu-
muanusanus  cucreMbl.  Co3jande  3ammu-
IEHHBIX JIOTHYECKUX IUCKOB. Hacrtpoiika
rapamerpoB. CHcTeMa 3allHTEl Kopropa-
THBHOM wmH(pOpMaimu «Secret Disk». Oc-
HOBHbIE XapakTepuctukun CosganHue 3amiu-
LICHHBIX JIOTHYECKUX TUCKOB. Pabota ¢ 3a-
IMHUINECHHBIME McKaMK. Hactpoiika napa-
metpoB CK3M. VmpapieHue ceKpeTHBIMU
nucKamu. XpaHeHHe KOH(HICHIHATLHOM
HHPOPMAIHH Ha CHEMHBIX HOCHTEILIX. AJl-
MHHHCTpUpOBaHue. M3yuenme cpencrpa
@UKC, Hzyuenue cpencrsa Tepwep, M3y-
yerne cpencts Pesusop 1 XP u Pesuzop 2
XP

Hcnoms3oBanue ClIeHaTA3HPOBAHHEIX
alapaTHO-IPOrPAMMHBIX CPEJICTB 3alllHTHI
uapopmanmn  (C3M) Haswauenwe
Bo3moxkHocTH C3M ot HCJI, TpeGopanms,
npenssBisieMble K HEM.  KoHTpons
LEJIOCTHOCTH. [evarn nITamIa.
Peructpamus coGeirmii. apantupoBaHHOE
yhajeHue JaHHBIX. Peanusanus sampera
sarpysku [I9BM B obxox  C3U.
[Tpumenenne C3U or HCJT «Secret NET».
VYeTaHoBKa M perucrpanmsi B - CHCTEME
samuThl.  Co3jaHMe  yYeTHBIX — 3arucei.
Peanusanus QHCKPENHOHHON M MaHIATHOM

Mozeneit pasrpaHHyuCHHS JOCTyIa.
Obecrieyenne 3aMKHYTOCTH MPOrPaMMHOM
CpPEBL. KorTpons LEJIOCTHOCTH.

Peructpaimsa cobeituit. apantupoBaHHOE
yAanenwe nanHbx. HacTpolika mexanumsma
mmpposanns.  Peammsatms B C3U
OTpaHWYEHHUS Ha BXOA B CHCTEMY H
HNOTHATHKA pasrpaHuYeHHs JIOCTYTIA.
Kourtpoms  texmonormdeckoro — Mycopa.
O030p  COBpEMEHHBIX  OTEYECTBEHHBIX
CPEICTB 3aIUTHl WHbOpManuu. YCcTaHOBKA
H  PErucTpanMs B CHCTEME  3alIUTHL




Haumenosanue Ppa3ziesioB, TEM U COepiKa-
HHE MaTcpuaia

Buibl yuebHO# paboThl, BKIIOYAsS caMOCTOSTE N b-
HYIO padoTy 00y4aroImKXCst ¥ TPYAOEMKOCTD (B

Jacax)

Konraxraas pa6ora

npemojaBareis ¢ OﬁyanOIHPIMPICSI

Jlexiuu

CpPC

Coznanue ydeTHBIX 3ammceil. Peanmzanus
IUCKPELIMOHHOH M MaHJaTHOW Mojenei
pasrpanuueHns  jocryna. OGecrneuenue
3aMKHYTOCTH IIPOrpaMMHON CpeJibL.
Kontpons menoctaocru. [lewars mramia.
PerucTpanus coOertuit. ['apantmposannoe
yaanenue naHHbiX. [lpmmenenme C3U ot
HCJl «Crpax-NT». Co3nanne ydeTHBIX
3andced. Peanmmsauust IUCKPENMOHHOM |
MaHJIaTHOM MozeneH pasrpaHH4eHuUs
nocryma.  OfecrnedeHue — 3aMKHYTOCTH
TIPOrPaAMMHO# Cpesbl. KorTpomns
1enocTHOCTH. OpraHu3anus yueta CMEHHBIX
HocuTeaell  mH(popMmarmu.  Peructparus
cobertHii.  'apaHTHpOBaHHOE — yjaNeHHE
naunblx. Ilpumenenne C3U or HCJ
«Dallas Lock». 3amaum, penraembie VPN,
Tynmenuposanme B VPN.  VpopHu
3AIIUIIECHHBIX KaHAJIOB. 3alllkTa JaHHBIX Ha
KaHampHOM ypoBHE, Opranuzamus VPN
cpenctBaMu nporokoia PPTP. YcranoBka u
HacTpoiika VPN. Ananus 3ammineHHOCTH
mepemaBaeMoil  mHpOpManmu.  3anmra
JIaHHBIX HAa CETEBOM YpoBHe. [IpoToxon
SKIP. ITporokon IPSec. Oprarmzanus VPN
CpelcTBaMu C3U «VipNet».
Hcnons3oBanre mporokoma IPSec s
sauutel cered. Illmdposanne Tpaduka c

HCIOJIb30BAHUEM MIPOTOKOTA IPSec.
Hacrpoiixa IIOJIATHKH MEXKCETEBOTO
9KPaHUPOBAHHSI c HCIOIb30BAHHEM

nporokona IPSec. Opranuzamms VPN
cpeacreaMu C3U «StrongNet». Onmcanue
cucreMbl. ['eHeparus M pacmpocTpaneHue
kmodeBodt MH(OpMammu. Hacrpoiika C3U
«StrongNet». VYcraHoBKa — 3allHIIEHHOTO
COETMHEHUSI. Hacrpoiixa IIOJICHCTEM
samuTel Secret Net. HacTtpoiika moacuctem
sammtel  Dallas  Lock;  Hacrpoiika
nogcucTeM samuThl Ctpaxk NT

Pa3nen 2 3amura nporpamm ot u3yvenusi,
cnoco0bI BeTpanBanua u 3amuTel [10. Me-
TO/bI M CPEICTBA OTPAHHYEHHS T0CTYNA K

Cemunapckue | JlaGopatophblie
(mpaxkTUyeckue 3aHATHS
3aHATHA)
16
(4*)

50




HaumeHnoBanue pasnenos, tem n conepxa-
HHE MaTepHaa

Bunibt yue6Ho# paGotsl, Brmouas CaMOCTOSITE b~
HYIO paboTy obywarommuxcs u TPYJOEMKOCTE (B
Jacax)

Konrakrhas paGora
NPENIONABATENS ¢ 00YYaIOIIMHCS

Jleximu | Cemunapckue Jlaboparopusie | CPC
(mpakTHueckme 3aHATUS
3AHATHS)

KOMIIOHEHTAM BLIMHC/IHTE/ILHBIX CHCTEM.
Yrposst 6e3omacHocTi mporpamMmEoro

obecnieuenus paspymaromme IIPOrpaMMHEIe
cpenctsa. Hecankimonupopantoe KOIIHPO-
BaHHUC, PaCIPOCTPaHEHHE W HCIIONIB30BAHNE
nporpamm. Mozenu yrpos 6ezonacHocTi
HpOrpaMMHOTro obecnieuenus. [10ax0p1 K
CO3/IAaHMIO MOJIENH YTIPO3 TEXHOIOTHUECKOT]
6e3omacroctu I10. DiemenTE MOJIEH
YTpO3 3KCIUTyaTallHOHHOM 6e30macHoCTH
I10. Mopens paspymraromero MIPOrpaMMHO-
ro cpesicta. CaMOTeCTHPYIONIHECS H caMO-
KOPpEKTHPYIOIUecs mporpamMmMel. I1oax01s1
K 3aIMTe pa3pabaThiBAEMbIX IPOTPaMM OT
ABTOMATHYECKOH reHepaluy HHCTPyMeH-
TaNBHBIMH CPEJICTBAMH IIPOrPAMMHBIX 3a-
knanoxk AIIMJ3 Cob6omnp 3anmTa ¢ Hernomin-
soBanueM AIIMJT3 Akkopn JusaccemOire-
DBl ¥ OTJIaUAKH.

OcHOBHBIE I0IX0/TBI K 3aIIHTE TAHABIX OT
HCJ1 Mungposanne. Kourposs JoCTyTa.,
Pasrpanmdenns nocryna. ®aiin kak o6neir
Aocryna. OueHka HaIeKHOCTH CHCTeM
OTpaHHYCHUS TOCTYIIA — CBEJICHUE K 3a1a4e
OLIEHKH CTOiiKoCcTH. Mepapxuueckuii JIOCTYII
K (aiinam

IonsTre arpubyTor noctyna. Opranusanus
Aoctyna k daitnam B pasmuansix OC, 3arm-
Ta CETEBOTO (BaiIoBOro pecypea Ha npume-
pax opranmsanuu socryma B OC UNIX,
Novell NetWare. ®ukcars JIOCTYIIA K
paitnam. Crioco6bt pukcaunn (akTos 10-
ctyna. Xypuaist nocryna. Kpurepun nn-
opmaTuBHOCTH KypHATOB nocryna. Briss-
JICHHE CIIEZI0B HECAHKIHOHUPOBAHHOT'O [0-
cTyna K Qaiinam, MeTos HHHITHAPOBAHHOTO
HCJL. Noctyn x nanusM co CTOPOHEI LIPO-




Bunsr yuebroit paboTeL, BKTIOUas CaMOCTOSATE -
HYI0 paboTy obyyaromumxes u TPYI0EMKOCTE (B
Jacax)

Konrakrnas paora

HpernogaBareis ¢ 00yyarommmucs
Jlexunu | Cemmunapckne Jlabopartopurie | CPC
(mpakTHyeckue 3aHATHS
3aHATHS)

Hanmenosanue pasnenos, tem u cozepka-
HHE MaTepuaa

Lecca. Ionstre noctyna Kk qaHHBIM co cTo-
POHBI IIpOTECCa: OTIIHYHS OT JOCTYMA co
CTOPOHBI NI0Jb30BATEITS.

Honstie u mpumeps: CKPBITOTO J0CTYIIA.
HanexsocTs cucrem OTpaHHYEHHs] JIOCTY-
12.0CO0eHHOCTH 3aIUTEI JAHHBIX ot H3Me-
HeHUs. 3alluTa  MaccuBoB uHpOpMa-
UHH  OT H3MEHEeHHs (1muTO3aNIHITA),
Kpunrrorpaduyeckas nocranoska 3alIUThI
OT M3MCHEHHS TaHHBIX. [Toxxoms! K perme-
HUIO  3a71a9¥  3al0WThl JAHHBIX  OT
m3MeHeHMs.  Ilogxom Ha ocHoge top-
MHpoBanus umuTonpuctarku (MAC), crio-
co0n1 mocTpoerns MAC. Ioaxon Ha OCHOBe
dbopmuporamus XoU-(QyHKmm, TpeGoBanms
K IIOCTPOEHHIO H CTIOCO6BI peaH3alum,
DopmupoBanme SIIEKTPOHHOH nug-
poBoii  mommucn  (DLIIT).OcobenHocTH
3AIMUTHI 3] H HCOMHSIeMBIX (aiinos. I1po-
B1eMa caMOKOHTPONS HeTOTHSeMEIX Moy-
Jeii. Kommnonents cuctem sammmrss uHpop-
Maluy AInapatHbie MOJITH CHCTEM 3ary-
ThI HHQOpMaIHE MeTob! 1 crocoGs! ana-
JIH32 aBTOMaTH3UPOBAHHBIX CHCTEM Ha
Hajm4ne ys3BuMocTeit. Usygenue Secret
Net Studio.
HUTOro

10 THCIHMILIHHE
* peanusyercs B opme MPaKTHYECKON TOIrOTOBKH

6 Bueaymuropnas camocroaTenbHas paboTa obyaarommpxcs mo JAMCHMILTHHE
(Mony.mro)

Hpu nnauuposanuu camocTosrensHoit paGoTer cTysenty PCKOMEHIYETCS pyKOBOI-
CTEOBATBCA CICAYIOIMM PACIIPE/IENCHHEM YACOR Ha CaMocToATeIbHYI0 paboTy (TaGnuna 4):

Tabnuna 4 — Pexomenayemoe pacnpesesnenue sacos Ha CaMOCTOATE/IBHYIO PaGoTy
Komnouents! camocrosteannoii paboThI Konnuecrso wacon
HM3yuenne reopernueckux Pa3aelioB AUCTIMILITHHbI




IloaroToBka k 3ausTHAM cemuHapcKoro THIIA
Hoaroroska u odopmaenne KOHTPOJIBHOH paboTHI

Bceero

7 Onenounsie cpexcrna mis HPOBEACHHSA TEKYIIEro KOHTPO.Ist
H NPOMEKYTOYHOM aTTecTalHu oby4aromuxes 10 AHCHMILIHKE (Moxy.mo)

QoHZ OLEHOUHBIX cpecTB st HPOBENCHHSL TEKYINETO KOHTPOJS YCIIEBAEMOCTH i po-
MEKYTOUHOH aTTECTAIHN NPE/ICTABIIEH B [Ipunoxenun 1.

IMomubni koMmmmekT KOHTPOJIBHBIX 3alaHHi HIIH HHBIX MaTepuanoB, HeoOXOAMMBIX mIs
OLCHUBAHHSA Pe3yJIbTATOB OGYYEHHS 110 AHCLHAIIHE (MOMYJIO), MpakTHKe XpaHHTCA Ha Ka-
denpe-paspaGoruuxe B OyMakaoM u QJICKTPOHHOM BHJIE.

8 VueGno-meroamueckoe mu HHpopManHoHHOe  0Becmeuenue AHCHHILIHHBI
(Moayn)

8.1 OcuoBuasn JuTepartypa

1. Yenyxun, B.A. Kommiekcroe obecnevenne nadopManHonHON Gesomacnocty apToMma-
TH3UPOBAHHBIX CHCTeM: YueGHOe mocoGHe Anst By30B / B. A. Yenyxun, - Komcomonsck-na-
Amype: H3n-so KOMCOMOHI:CKOFO-Ha-AMype roc.TexH.yH-ta, 2014. - 207c. - Bubnuorp.:
¢.201-207. - 273-00.

2. HporpaMMHo-aHnapaTHasl samura uHpopManmK: YuebHoe mocoGue / Xopes ILEB., -
M.:®@opym, HUIL] HWH®PA-M, 2014. - 352 ¢.: 60x90 1/16. - (Beicmee oOpaszoBanue) ISBN
978-5-00091-004-7 - Pexxim JocTymna: http://znanium.com/catalog/product/489084

3. AnmapatHpie n HIpOrpaMMHBIE CPEJICTBA 3AIHTHI andopmanun: Vyebuoe mnocodue /
Hymxun A.B., Konbnos A., KpaBuenko A. - Boponex: Hayunas kHura, 2016. - 232 ¢. I[SBN
978-5-4446-0746-6 - Pexcum JloCTyma: http://znanium.com/catalog/product/923 168

4. AnnmapatHo-mporpammmusie CPCACTBA 3allUThl HH(OPMAIHH: Hpakrukym / Jymxun
A.B., Iy6posun A.C., 3n01bHuKk B.B. - Boponesx:Hayunas kHura, 2017. - 198 c.: ISBN 978§-
5-4446-1043-5 - Peskum zIocrymna: http://znanium.com/catalog/product/977l92

8.2 Jlononnnrennnas JIHTEpaTypa

1. Hosuxos C.H. Metonsr 3ALUTEL MHGOPMAHA [ DNeKTpOHHBbIH pecype] @ yuebnoe mo-
cobre / C.H. Hosuxor, O.1. Conorckas. — DIEKTPOH. TeKCTOBEIE JaHHbe, — Hosocu6upck:

2. Undopmaumonnas Gesomacuocts U 3amura WHGOpMaun [OnexTponnsmii pecype] :
Y4eOHO-MeTouYecKHii KomIIeke / . — OIIEKTPOH. TEKCTOBBIE daHHEE. — Anmatsr: Hyp-
[IpunrT, 2012. — 98 ¢, — 9965-756-05-8. — Pexnm JlocTyma:
http://www.iprbookshop.ru/67055 html

3. lllausrun B.®. Mudopmannonnas Gesonacuocts u 3amuTa uHpopManun [DnekTpon-
HEN pecype] / B.®. lansrun. — DJIEKTPOH. TEKCTOBHIC JAHHBIC, — Caparos: IIpotho6pazo-
Banmme, 2017. — 702 ¢ 978-5-4488-0070-2. —  Pexmym JocTyma:
http://www.iprbookshop.ru/63594.html

4. Cucrema 3ammurer HHOOPMALHH OT HECAHKIMOHUpPOBaHHOro noctyna « CTPAXK NTs.
Bepcenst 2.0. Onucanue TIPUMCHEHHUS. — 53 ¢. (IpHJIAraeTcs Ha KOMIAKT QucKe ¢ TIPOrPaMMHBIM
obecrnieyeHrem, XpanuTes Ha (hakynbTeTe KOMIBIOTEPHEIX TEXHOJIOTHH)



5. Crcrema 3amurhl UH(pOpMAamHH OT HCCAHKIHOHNMPOBAHHOTO noctyna «Dallas Lock
8.0». PykoBoacTBO mo OKCILTyaTaluy. — 88 c. (mpumaraercs na Kommaxt MCKEe C Mporpamm-
HBIM OBecIedeHreM, XpanuTes Ha (akynsTere KOMIILIOTEPHBIX TEXHOJIOTHIA)

6. Cuctema 3ammThl uHpopMarnn «Secret Net 7y. ABTOHOMHBIH BapHaHT 115t Windows
2000. PykoBozcTBO 110 AIMHHHCTPHPOBaHHIO. — 142 ¢. (punaraercs na KOMIIAKT JTUCKe C Ipo-
TPaMMHBIM ODecTeueHreM, XpanuTes Ha (hakynbreTe KOMTIBIOTEPHBIX TEXHOJIOTHI)

8.3 Meroamueckue ykazanus 1 CTYACHTOB N0 O0CBOCHHIO THCHMITHHEI

O6yuenne aucnummue «HporpaMMHo-annapaTHHe cpesicTBa obecneuenus uHpopma-
LHMOHHOH Ge3omacHoCTHY HpenonaraeT u3y4eHne Kypca Ha AYTHUTOPHBIX 3aHATUSIX H B XOJle
CaMOCTOATEILHOM paboThI. AyYIHTOPHBIE 3aHATHS HpOBOZIATCS B (hopme Tekmmit u Jaboparop-
HBIX 3aHSITHIA..

Tabnuia 7 Meroxuueckue YKa3aHHs K OTACIBHEIM BH/IAM JESTeabHOCTH
Bun yuetno- Opranuzanus nestenpHocTH CTYIEHTA
TO 3aHSITHS

HaHHC&HHE KOHCIICKTa JICKIIHH; KparTko, CXeMaTH4Ho, mocJie-
AOBaTCIBHO (IJHKCHpOBaTL OCHOBHBIC TOJIOKEHUS. BLII[CJ'I}ITB KITroye-
BBIE CJIOBa, (I)OpM)’IILI, OTMEYaTh Ha MOJIAX YTOUHMAMOIHE BOIIPOCHI 110
TEME 3aHATHS

JlaGopatop- Pabora ¢ aBromarnzuposanmEVME pabourmu Mectamm,
HBIE 3aHATHE
Camocros- Hns Gonee rmyGokoro HM3YYECHHS DPa3/lenoB IHCIUIIIHHEL

TenbHas paborta IIpENlyCMOTPEHBL OT/CITbHBIC BHJIBI CAMOCTOSTEILHON paboThI: 1oj-
TOTOBKA K JJaGOPATOPHEIM 3aHATHSAM, H3yYCHHE TEOPETHYECKHX pas-
ACTIOB AMCLUIUTMHEL, IIOArOTOBKA KOHTPOJIBHOM paboThlI.
Camocrosrensnas pa6ora spisercs Hanbonee npoayKTHBHOM (bopmoii o6pazosarers-
HOH M MO3HABATENBHON NesTelbHOCTH CTyAeHTa B nepwon odyuyenus. CPC HamnpasJieHa Ha
YIIyOJleHHE M 3aKpeILicHHe 3HaHui CTYICHTA, pasBUTHE PAKTHYECKUX yMenuit. CPC mo nuc-
e «IIporpammuo-anmaparizie CpelcTBa obecnedeHus HHpOPMAIHOHHOH Gesomacko-
CTI» BKIIOYACT CIIE/YIONIHE BHIBI PaGoT:

— paboTy ¢ JTeKIHOHHBIM MAaTEpHAIIOM, IIOUCK U 0630p JTHTEpPaTypEI 1 9JIEKTPOHHBIX HC-
TOYHHKOB HH(OPMALUK IO HHIHBHYATBHOMY 33/IaHHIO;

~ ONEPENAIOIYIO CAMOCTOATENBHYIO PaGoTy;

— H3YYCHUE TeM, BBIHECEHHBIX HA CAMOCTOATENIBHYO TPOPabOTKY:;

~ HOArOTOBKY K IPAKTHYECKHUM 3aHSATHSIM:

~ BBIIONIHEHHE H 0QOPMIICHHE KOHTPOIIBHO#H paboTEL.

Konrpone camocrosrensmoit PaboThbl CTYIEHTOB M Ka4ecTBO OCBOeHHs JHACIUTLTHHBI
OCYIIECTBIISETCS TIOCPENCTBOM:

~ MIPC/CTAB/ICHNS B yKa3aHHbIE KOHTPOILHBIE CPOKH PC3YJILTATOB BLIIOJTHEHMS 3a0aHHH
NIl TEKYIIEr0 KOHTPOJIS;

— BBIIOJIHCHHUS! W 3aIHThI KOHTPOJIBHON PaGoTHI;

Koutponsras pabora momxaa 6orrs O(QOPMIIEHBI B COOTBETCTBHH TpeboBaHUAMH
BHYTPCHHHX HOPMAaTHBHBIX JJOKyMeHTOB ®I'BOY BO KuATY.

8.4 CoBpemennnie npopeccHOHANbHBIE 6a3bl  JAHHLIX H HH(pOPMAUHOHHBIE
CIPABOYHEIE CHCTEMBbI, HCIOIb3YeMbIe TIPH OCYLIECTB/ICHHH 00Pa30BaTeILHOI0
Npouecca Mo JUCHHUILIHHE



1. Dnexrponno-6uGamoreunas cucrema ZNANIUM.COM — http://www. znanium.com.,
2. Koueynprant+

8.5 Ilepeyensn pecypcoB an)opmaunouno-’renexommynumaunoﬂnoﬁ ceTn
«HuTepHeT», He00X0AMMBIX AJISl OCBOCHHS THCIMILIHHBI (Moyns)

1. Hayunas anexrponnas 6ubimoreka Elibrary http://elibrary.ru.
C nestbio noBeIICHAS KauecTRa BeZieHus 0bpasoBaTenb ol fesTenbHOCTH B YHHBep-
CHTETE CO3/TaHa AIEKTPOHHAs! HH(pOpPMaIHOHHO-06pasoBaTebHas cpena. Ona noapasy-

Lecca rmocpeacTeoM OpraHu3aluu AACTAHIIHOHHOTIO KOHCYJIBTHPOBaHHS 110 BoImpocam
BBITIOJIHEHH S MPaKTHYCCKUX 3aaHHH,

8.6 JInuensuonmnoe nporpammuoe obecneuenne, HCMoJIb3yeMoe npu
OCYIIECTB/ICHHH 06pa3oBaTe ILHOrO nponecca Mo AMCHHILIHHe
B xone m3yuenns muerimmmmmn HCTIONB3YETCS CHenHaIu3HPOBAHHAs Jaboparopus mpo-
T'PAMMHO-alIapaTHbIX CPeICTB 0becrneueHus HHPOPMAIHORHOI Ge30macHocTH OCHAIEHHAS He-
OGXOMMMBIME cpesicTBaM SALUTEL OT HECAaHKIIHOHMPOBAHHOIO JAOCTyNa M CPeJICTBAMH KOH-
TPOJISL 3aIMUIIIEHHOCTH,

PAMMHOI0 o0ecneyeH s
PexBU3UTEI

JluneH3nonHpIf ceprudurar Ne 46243844 or 09.12.2009

Tabmuna 5 — [Mepeyens HUCIOJIB3YEMOTO 1IPO
Haumenopanue TIO
Microsoft® Windows
Professional 7 Russian
Open Office mm ananor
OGospesarens Google Chrome
HJIA aHAJIOT

CBobomo- pacripocTpansiemMoe

CBoBomo-pacnpoctpansemoe

9 OpraHmauuoxmo-nenarorul{eclcne YcaoBus

Opranmsauus o6pasosaressaoro TIPOLECcCa PErIAMEHTHPYeTCS YIeOHBIM TIaHOM H pac-
[IHCaHHEeM y4eOHBIX 3aHATHH. SI3bIK o0y4enus (npenoaaBaHpm) — Pycckuid. Jlnga Beex Bumon

IMUHCS HMEeT IpaBo Ha mepesayeT COOTBETCTBYIOUIHX JMCIHILIAH M TIPODECCHOHABHEIX Moy~
JIeH, OCBOEHHBIX B IpoLecce TPEALIECTBYIOMErO 0GyYenus, KOTOPHIi 0cBOGOYKIaeT 00yuarome-
TOCS OT HEOOXOMMOCTH HX MOBTOPHOTO OCBOEHHS.

9.1 OdpaszoBarenbubIe TEXHOJIOTHH

00pasoBaTelNbHbIE TEXHONOrHH PCUIHM3YIOTCS IIyTEeM aKTHBH3AIHH CaMOCTOSATENILHOH paboThHI
CTYZEHTOB B HH(OOPMAI[HOHHOH obpazoBaresnsHoii cpese.



9.2 3aHsTHS JeKUHOHHOTO THIA

Jlexunonnsiii kype npeanonaraer CHCTCMATU3HPOBAHHOE M3JI0KEHHE OCHOBHBIX BOIIPO-
COB y4eOHOTO MIaHa.

Ha nepBoii gexmuu TEKTOp 00s3aH npeaynpennTs CTYACHTOB, IPUMEHHTENBHO K KAKOMY
GasoBomy yueGmuKy (yuebHHKaM, yaeOHBIM nocoGusm) Gyaer npountan Kypc.

Jlexumonneiit kype nomxen napats HauboITbIIHH 06bem HHpOpMaLHK ¥ oGecrieqnpars
Oonee ry6okoe HOHMMaHHe YUEOHbIX BONPOCOB TIPH 3HAYHTEILHO MCHBIICH 3aTpaTe BpemeHw,
HEM 5TO TpebyeTCs GOBIIMHCTBY CTYAEHTOB Ha CaMOCTOAITEINLHOE M3yYeHHe MaTepHaa,

9.3 3ansaTua CEMHHAPCKOro THIA

Cemunapckue 3ansTus npescraisor CO0OH JeTanu3anmio NeKHOH OO TCOPETHYECKO-
F'O Marepuaa, IpOBOAATCS B LENSX 3aKPeILIeH s Kypca H OXBaThIBAIOT BCE OCHOBHBIE Pa3 e/l
OcHoBHolt dopmoii mposeiennus CEMHHAPOB SBISICTCS 06CY KICHHE HAHGO e npobiem-

")

HBIX M CIIOXHBIX BOIIPOCOB 10 OTAEIIBbHBIM TeMaM, a Takxke p3360p IIPUMEPOB M CHTyalluu B

MOIIH ¥ KOHCYJIFTUPOBAHHE CTYIEHTOB 110 COOTBETCTBYIONIMM TeMaM Kypca,

AKTHBHOCTE Ha CCMHHAPCKHUX 3aHSITHSAX OIEHHBAETCS 10 CIICNYIOUIHM KPHTEPHSIM:

" OTBEThI HA BOIIPOCKI, LIpe/IIaraeMbie IpernoiaBarenem;

" YUaCTHE B IUCKYCCHSIX;

" BRUIOTHEHHC IPOEKTHEIX M MHBIX 3a7aHMil;

' CCHCTHPOBAHME NIPEMOABATENIO B IPOBE/ICHHH 3aHSATHIL,

OtBer nomxken 6urrh ApryMEHTHPOBAHHbIM, PAa3BEPHYTLIM, He OZHOCTIOXHBIM, COIEPKATE
CCBUIKM Ha MCTOYHHKH,

Moxnansr u onmonuposanue AIOKTAZI0B POBEPSIIOT CTENEHDb BiajeHus TEOPETHUECKUM
MaTEpHAIIOM, a TaK)Ke KOPPEKTHOCTh 1 CTPOTOCTh paccyXICHH I,

Ouenusanve 3ananmii, BBINOHCHHBIX HAa CEMHHAPCKOM 3aHSTHH, BXOIHUT B HAKOILICH-
HYIO OLEHKY.

OLEHKOMH Pe3yNbTATOB NesTeTbHOCTH obyuarommerocs,

Lemu camocTostensnoii paboThI:

" CHCTEMATH3ALUA M 3aKPETIICHHE TOMyYeHHbIX TCOPETHYECKNX 3HAHUIT U IpaKTHYECKHX
YMEHHH CTyIeHTOR;

* yriybuienue u pacimpenue TCOPETHIECKUX 3HAHMIA;

* hopmupoBanue ymennii ncnonszopare HOPMAaTHBHYIO U crpaBOuHyIO JOKYMEHTALHIO,
CICLHANIBHYIO JIHTEPATypY:;

" Pa3BATHE [103HABATEBHEIX CIIOCOGHOCTEH, AKTHBHOCTH CTYZICHTOB, OTBETCTBEHHOCTH H
OpraHU30BaHHOCTH;

* opmupoBanue camocTosTeNbHOCTH MBINLICHHAS, TBOPYECKOH HHUITHATHBBI, CIIOCOGHO-
CTel K CaMOpasBUTHIO, CaMOCOBEPIICHCTBOBAHHIO U camopeaTn3anumy;

* PasBHTHE HCCIENIOBATENLCKEX YMEHHMI M aKaIeMHIeCKHX HaBBIKOB,

Camocrosrenshas paGora Moxer OCYIICCTBIIATECS MHANBU/IYATBHO HITH TPYNIaMH CTy-
AICHTOB B 3aBHCHMOCTH OT LEIH, 00beMa, YPOBH: CIIOXKHOCTH, KOHKPETHOH TEMATHKI.

Texnonorus opranuzanmu CAMOCTOATENBHOMH pabOTHI CTY/ICHTOB BKTIO9aeT HCTIOJIB30Ba-
HHE HHPOPMANUOHHEIX 1 MaTepHaBHO-TEXHHYECKHX PECYPCOB YHUBEPCHTETA.

Kourpons pesyinsrarop BHCAYIUTOPHOH CaMOCTOSITENbHOM paGoThi CTYJICHTOB MO3KeT
TPOXOLHTh B MHCBMEHHOM, YCTHOMN HITH CMeIaHHOi] (opme.

Cryzentsr nomkesI mogxomuts x CaMOCTOATENBHOM paboTe Kak K HauBaKHeHIeMy
CPE/ICTBY 3aKPEIUICHHS. M PA3BUTHS TEOPETHUECKHX 3HaHWH, BBIPAOOTKE EAMHCTBA B3MISIOB Ha



OTACIEHBIE BOIIPOCH! Kypca, IpuoGpeTenus OTPENC/ICHHbIX HABBIKOB M MCIIOJIL30BAHMS npogec-
CHOHAITLHOM JTHTepaTyphI.

B nawnoit mucnummmme B PaMKax caMOCTOATENbHOM PaboTEI CTyAeHTHI BBIIOHSAIOT OIHY
pacteTHo-rpaduueckyro paGory COCTOSIIIYIO M3 IBYX YacTeii.

9.5 Meroanueckne YKA3AHUA 1151 00y4aI0MBXCH 110 0CBOCHHIO AHCHHUILIHHBT

lpr m3ygennn mucrummmb obyuarommmes 1enecoo0pasHo BEIMOIHTE CIeyIoNmue
pexomeH nanumy:

1. Mzyuenne yyebroi mucrmmmuss MOJDKHO BECTHCH CHCTEMATHYECKH,

2. Tocne u3yuenns Kakoro-nubo paszena no YYCOHUKY HIIH KOHCIIEKTHBIM MaTepuaiam
PCKOMEHIYeTCH 1O MaMATH BOCIIPOM3BECTH OCHOBHELIG TEPMHUHEL, OTIPEACTCHHS, TOHSTHS pasze-
na.

3. Oco6oe BHEMaHHe CICAYET YNCIMTH BBIIOIHEHUIO OTYETOB 110 NPAKTHYECKUM 3aHSTH-
M M HHIMBU/1yaJTbHBIM KOMILTEKCHBIM 3a/1aHAsIM Ha CaMOCTOATE IbHYI0 padoTy.

4. Best tematnka BOTIPOCOB, M3y4aeMBIX CaMOCTOSITENBHO, 3a1aeTes Ha JIEKIUSAX IIperno-
HasateneM. MM xe marores neroumnku (B mepByI0 ouepens BHOBL H3[IAHHEIC B [IEPHOHYECKO
Hay4HOH JuTeparype) ans Gonee meTansHoro TOHUMAaHHs BOIPOCOB, 03BYYEHHBIX Ha JIEKIIHH.

Ilpu camocrosrensHoi popaboTke Kypca o6ygaromuecs JIOJIKHBI:

* IIpOCMATpPHUBATH OCHOBHBIC ONIPENETEH s H (bakTer;

" IIOBTOPHTE 3aKOHCHIEKTHPOBAHHBIH HA JTEKIIHOHHOM SAHATHH MaTepuain U JOIOJIHHTE
€I'0 € y4EeTOM PEKOMEHIOBAHHOI 110 TAHHOMN Teme JIHTEPATYPEI;

" H3YYHTb PEKOMEHIOBAHHYIO JHTEPATYpPY, COCTABIIATH TE3UCHI, AHHOTAIINH K KOHCITEKTBI
HauboJee BaKHBIX MOMEHTOB;

" CaMOCTOSTEIILHO BBIIIOJIHATH 3a/JaHHs, AHATOrHIHbe Hpe/utaraeMeIM Ha 3aHSTHSIX;

" UCIIOJIB30BATE JUIS CAMONPOBEPKH MaTepHaibl OHA OIEHOYHBIX CpEeaCTB.

1. MeToauueckue YKa3aHUA Npu paboTe HAX KOHCIEKTOM JIEKITHH

B xone nekumonnsix samsruii HeoOXoumMo BecTH KOHCINIEKTHPOBaHHe yueGHOro marepuana. 06-
pallaTh BHUMaHKHe Ha KaTeropuu, bopmymposks, PACKPBIBAIOIIHE COMEPIKAHUE TEX WITH HHBIX ABNEHUI
H npoueccos, Hay4YHbI€ BBIBOABI U MpakTHYEeCKHe peKomeHﬂauun, NONOKUTETbHBIH OMbIT B oparopcxom

2. Metopuyeckue YKa3aHHA M0 CaMOCTOATEIbLHOI paGoTe Hax H3yuaemMbim Marepua-

MBbIX TCOPETHYECKUX BOTIPOCOB. B rponecce 3Toi pa60Tbl HeOGXO,[[PlMO CTPEMHTBCS TIOHATh U 3alIOMHUThL
OCHOBHBI€ I10QJIOKEHUS paccmanHBaeM()ro MaTrepuaina, l'lpldMCpbl, NOSCHSIOLIHE €ro, a Taxkke pa306paTb-
€4 B MIUTIOCTPATHBHOM MaTepHaJie. OdopmasTs oruerns C/IENYeT PYyKOBOACTBYACH BHYTPEHHUMH HOpMa-
THBHBIMH IoKyMeHTamMu KHAT'Y.
3. Meroauueckue YKa3aHHS 10 BBINOJIHEHHIO pacieTHo-rpaduueckoii paGoTnr
TeopeTuwecxaﬂ 4acTb paC‘{eTHO-l‘pad’)H'—IeCKOI‘;I pa60'rt.| BBIMIOJIHAETCS 110 YCTaAHOBJIEHHBIM TeMaM [



10 Onucanue MaTepHAIbLHO-TEXHHYECKOT0 obecrieyenus, HeobXoxumMoro s
OCYIEeCTBICHHN 06Pa30BATEMLHOIO Iponecca No AMCHHILINHEe (mony.mo)

10.1 yqeﬁﬂo-ﬂaﬁoparopnoe obopyoBanue

Tabnwmua 6 — Iepeyens 000py noBans nmaboparopun
Hanmenopanue AYARTOPHH
(1aboparopum)
JlaGoparopus MIPOrpaMMHO-
aNnapaTHBIX CPeCTB 3AIUThL
uHpopMarm

Aynurtopus Hcnonbzyemoe obopynosanue

202/5 C31 HCJl Secret Net, C3U HCJ Dallas Lock,
C3U1 HCJ| Crpax NT, C3U HCA ar PX]Y,
C31 HCHI Aypa ,C3U1 HCAI Kpunron ,C3U HCA
Axxopn, ®UKC, Pesusop 1,2 xax s onepau-
OHHBIX cHcTeM cemelicta Windows Tax H s
Linux, PeBusop Cern 2.0, AHaﬂmaTop CETEBOIro
Tpapduka Acrtpa,Arent HHBCHTAPU3aLKUU ce-
t1,Ckanep cerepoit Oesomacnocti XSpider, Te-
piep, Secret Net Touch Memory Card, Kpunron
AMJ13, Axkxopz AMI3, KpunrolTPO APM,
-CryptoPro CSP 3.6, VipNet firewall, Etoken PK]
Client, Etoken, Hoy16yx ¢ Windows 7+mpoekTop.
16 IT9BM na 6aze Irponieccopos He Hinke Intel
Pentium IV

10.2 Texnuueckue n YICKTPOHHEIE cpencTBa 06y uenus:

Jlexumnonnsle 3ansTHs

AYIUTOPHH JU1Sl TeKIHMOHHBIX 3aHATHI YKOMIUIEKTOBAHbI MeGebio i TEXHUYECKHMH Cpeji-
CTBAMH 00YYeHHsI, CITy KAl AL IpencTaBienns yyeGHoi uHbOpManmy GobImoi ayJIuTo-
pun (HabopbI NEMOHCTPANOHHOTO 060pyMOBaHMSs (mpoexrop, 9KpaH, KOMIBIOTEP/HOYTOYK),
Y4eOHO-HarsHEIe TIOCOOHS, TEMaTHYECKHe HILIOCTpanug ).

Jlaboparopusie sansTus

s naGoparopusix 3amsruit HCIONB3YETCs ay THTOPHS Ne 202, ocramennas obopyo-
BaHHWEM, YKa3aHHBIM B Ta61. 8

Camocrostenbuas pa6ora.

[omemenus s CaMOCTOATE/IbHOM paboThl OCHAMIEHDT KOMIIBIOTEPHOH TeXHMKOI ¢ BO3-
MOXKHOCTBIO HOJIKITIOUEHHS K CETH «MHTepHeT B KocTyIOM K JJICKTPOHHOH MHMDOpMaNHOHHO-
obpasoBaTebHOl cpene KHAT'Y :

- UHTanbHel 31 HTB KuAT'Y:;

- KOMIBIOTEpHBIE Ki1acchl (aym. 311 Kopmyc No 5, ayn. 205 Kopniyc No 5, ayy, 313 Koprmyc
No 5).

11 Hnrie cBenenns

Me’rounqeckne PeKOMeHJauH 0 oﬁyqeﬂmo JIHIL ¢ OTPDAHHY eHHBIMH BO3MOXKHO-
CTHMM 310POBLS U HHBaJIHA0OB

OcBoenue JHUCIUTIIAHBI oﬁyqaroumMch C OIpaHHYEHHBIMH BO3MOKHOCTSIMU 310POBBS
MOXeT OBITh OPraHu30BaHO Kak COBMECTHO ¢ ApYTrumMu OﬁyanOHIHMHCSi, TaK U B OTJEIBHBIX



IHpodeccopexo-nenarormyeckuii COCTaB 3HAKOMHTCS C HCHXO0JIOTO-(U3HOTOr HYeCKIM K
ocoberHOCTIME 06y9arommuxcs HHBAIU/IOB U JIHI C OrpaHHYeHHBIMK BO3MOXHOCTAMH 3710po-
BB, HHIMBUIYaTbHBEIME [IPOTPaMMaMH peabumuTaunH uHBATHIOB (ipu HanuuuH). [Ipu Heo6-
XO/IUMOCTH OCYINECTBISETCS MOLONTHHTEIbHAS TOJIEPIKKA TIPEIIONaBAHHS] TBIOTOPAMH, TICHXO-
JIOraMH, COLHAIBHBIME PabOTHHKAMH, UPOUIC/INIMMH OATOTOBKY ACCHCTEHTAMH,

B cootsercTrHm ¢ MCTOINIECKUMH PEeKOMEH A HAMM Munobphayku Pd (yTB. 8 anpens
2014 r. N AK-44/058r) B Kypce NpeamosaraeTesi HeIob30Bars COLHATLHO-aKTHBHEIE U pe-
(rexcuBHBIE MeToLI 00yYeHus, TeXHOIOTHI COLHMOKYNBTYPHOH peabHIIATAIMH ¢ LEMbIo 0Kasa-
HHS IIOMOIIH B YCTAHOBIICHHH MOIHOLCHHBIX MEITHYHOCTHBIX OTHOIEHHI ¢ ApyrHMu CTy/IeH-

06y‘ICHI/l}I obmmero u CIICHAILHOTO HAa3HAYEHHS (UepCOHaJIBHOFO H KOJUIEKTUBHOTO HCIIOJIB30-

PHH K Hy>1am jur ¢ OB3,

Dopma npoBeenHs aTTecTarn AULL CTYICHTOB-HHBATH/IOB YCTAHABIMBACTCS ¢ YueTom
MHIMBHYaTbHBIX IICHXODUIMIECKHX 0COBEHHOCTE]H, Jnst crynenros ¢ OB3 MIpe/lyCMaTpHBAET-
G locTynHas hopma npeocTaBneH s 3aaHui OLCHOYHBIX CPEJICTB, a UMEHHO:

*B ICYATHOH MIIM BIEKTPOHHOI bopme (mms mmn ¢ HapyIUICHUSIMH  OLOPHO-
ABHIaTeNBHOTO ammapara);

" B ICYATHOM opme Hin snexTponHoit dbopme ¢ yremruennnmM IIPADTOM H KOHTpacTHO-
CTBIO (ZITs1 JTHIIL C HAPYIIECHUSIME CIlyXa, pequ, 3peHus);

' METOIOM YT€HHSl aCCHCTEHTOM 3aaHus BCJIYX (L7151 JTHIL C HAPYIIEHHAMT 3peHus).

Crynenram ¢ unBamuinoCTEIO YBCIMIMBACTCS BPEMs HA MOATOTOBKY OTBETOB Ha KOH-

JICHHS OTBETOB Ha 3aJ[aHHsI, 2 HMEHHO:

" TUCEMEHHO Ha Gymare M HaGopoM OTRETOB Ha KOMIIBIOTepe (U1 JIHI] ¢ HapyLIeHwns-
MH cilyXa, peun);

* BBIOOPOM OTBETA M3 BO3MOIKHBIX BAPHAHTOB C HCTIONb30BAHAEM YCITYT ACCHCTEHTA (ans
JIHIT C HAPYIICHUSMH OIIOPHO-IBHTATE/IbHOIO anmapara);

* YCTHO (IUTSl JIHII ¢ HApyIIEHHAMH 3PCHUS, OMOPHO-/IBUTATENLHOTO anmapara).

IIpn HeoOxomumocTH s 00YHArOIIHXCS ¢ HHBANMIHOCTIO Hpoueypa OLeHHBaHUS pe-
3Y/IBTaTOB O0YYEHHS MOKET IPOBOAUTHCS B HECKOJIBKO 3TaroB,



[punoxenne 1

®OHA OLIEHOYHBIX CPEJACTB!
0 JHCHHUILIHHe

Mporpammuo-annaparupie CpeacTBa obecnevenns undompanuonuoii

Oe3omacHocTH
 Hanpasnierne nogroronkn 170.05.03 "Hucpopmayuonnas Gesonacnooms
S j.ﬁ?l’?ﬁ#ﬂé’!”.,@iﬂl’.‘?f‘ﬂ’i’!ﬁ%.c_%‘.c.’.’??&f_'f_,_,____A__,__,_,_________,,_,,_,_,
i HartpasiieroCTS (mpodus) i Obecneyenue unghopmayuonnoi besonacnocmy N
| obpasosatensoii TPOIPAVMEL | pacnpedenerierx unpopuayonnvix cucmey 5
i Kanuduxarms BBIITYCKHHKA Cheyuanucm no 3auyume unopmayuu

lon Hawana noaroroeku 12020

' B nanHOM nmpunoxkennu TPE/ICTABIICHEI THITOBBIE OLEHOYHBIE CPe/ICTRA. [Momubrii kKommexT
OICHOYHLIX CPE/ICTB, BKIIIOYAIOIIHH BCe BAPHUAHTEL 3a1aHUH (TECTOB, KOHTPOIBLHEIX pabor u zp.),
HIpe/lIaraeMpIX 00yyaromemycs, XpaHuTes Ha Kade/pe B OyMaxHOM 1 JJIEKTPOHHOM BHJIE.



1 Ilepeuenn TIAHMPYEMBIX Pe3y/IbTATOR 06y4eHus Mo AucuounInHEe (Moay.io),
COOTHECEHHBIX C ILIAHUPYeMBIMH Pe3y.IbTaTamMu ofpaszoBaTenbHoOl NporpamMmel

Tabnuma 1 — KoMmmnerenmmm u IIAHUPYCMBIC Pe3YIIbTAaTHI 00yYeHHs 10 JHCIUTIIIHHE

Inanupyemere pesysrarsr 00yUeHHs 110 JuCHAIHHE

Koz u nanmenosanne
KOMIICTEHIIHH

ITepeyens yme-

[lepeyens 3nanmii 3
HHH

Iepeyens naBrikoR
IIpodpeccronanpupre

31(IIK-13-1) meto- VI(IIK-13-
MBI 3aIIHTEL KOMIIb- 1)BBIIOTHSTE
IOTEPHO# nHpOpMa- HaCTPOHKY 3a-
LHH; IMUTHBIX MeXa-
HH3MOB pO-
TpaMMHO-
annapaTHbIx

[IK-13 cniocobHocTBIO
Y4acTBOBATH B [IPOEKTH-
POBaHHH CPEJICTB 3aIIH-
ThI HH(OPMAIUH aBTOMA-
TH3HUPOBAHHOH CHCTEMBI

HI(IIK-13-1) Braners
MEXaHH3MaMH BCTPOEH-
HeiME ¢ C3U ot HCJT

32(IIK-13-1) xac-
cuduKaIms u obmas
XapaKkTepHCTHKA
IPOrpaMMHO-
aIIapaTHbIX CPEJICTB
3aIHThl HHpOpMa-
ITHH

Y2(IIK-13-1)
HacTpauBarh
MIOJIUTHKY Oe3-
OINACHOCTH
CpeiCTBaMHu
IIPOrpaMMHO-
anmnapaTHbx
KOMILUIEKCOB 3a-
IIHTEI HHpOp-
Maruu
31(IIK-14-2) ocHoB- VI(IIK-14-2) HI(ITK-14-2) Bnaners
HEBIE NIPUHITKIIEL @)1~ | BBIITOJIHATH cpeacreamMu aJIMUHH-
MHHHCTPHpOBAHHS byHKIMYM agMu- CTPHPOBAHMS IIPOrpaM-
HHUCTpaTopa Oe3- | MHO-ammapaTHBIX KOM-

-

3alUIICHHBIX  KOM-

OIIaCHOCTH 3a- ILJIEKCOB 3alIUTHI HH-
HERTSPHERS CHoTeN IIHIICHHBIX (opmarin ot Hecamk-
IIK-14 criocobrocThio KOMIIBIOTEPHBIX LIHOHMPOBAHHOTIO JI0-
NPOBOJUTE KOHTPOILHBIE CHCTEM cTyna

MPOBEPKH paboToco- I —
COOHOCTH IIpUMEHSEMBIX
[IPOrpaMMHO-
annapaTHBIX, KPHIITO-

rpaHYecKuX H Texuuye-

GenHOCTH pearnusa- OPUMEHSITE  Me-
IIMH METOJIOB 3allu-

XaHU3MbI  3alIH-
Thl HH(pOpMauK

Thl, PeajH30BaH-~

CKHX CPEJICTB 3all[HThI TPOTpaMMHo-
rpam-
arihe f{ s anmaparHeiMu cpey- | HPI€ B IPOrp
P CTBAMH MHO-

arnmnapaTHbIX

KOMILTEKcax, ¢
LEITBI0 TIOCTpOoe-
HHS  3allUINeH-
HBIX  KOMIIbIO-

TEPHBIX CHCTEM



Tabmima 2 — Hacnopt pouma onenounbx CpesCTB

HaumenoBanue
OLEHOYHOTO
cpeicTBa

Kontpoaupyemeie
Pasjeisl (Tembr)
AHCHHUILITHHDI

®opmupyemasn
KOMIETEeHIHs

TloxazaTenu onenxn

Hacrpours cucremy sammp-
ThI HH(OPMALMH B coOTBeT-
CTBHH CO CTaHIAPTAMH 110
OIIEHKE 3alIUINEHHBIX CH-
ctem. Hactponts CHCTEMY
3amuTel 8 C3U HCJ] Ha He-
BO3MOXHOCTb HCIOJIB30BA-
HHS BHEITHEX YCTPOMCTB ¢
yAaanenusix APM B Bupry-
IbHOM YacTHOl ceTn
HacTpouts spprcruueckuis
aHaIl3 B aHTHBHUPYCE JJIsl
BCEX THIIOB (haiiiioB B aBTo-
MAaTH3UPOBAaHHOH cucTeMe.
Hactpouts ayaut scex tu-
nos cobbITUIA ¢ ucnonbao-
BaHWem C3W HCA v npoge-
MOHCTPUPOBaThL BO3MOK-
HOCTb aHanusa ¢ ncnonw3o-
BaHUeM }KypHanos
lokaseiBaer ymenug u
HAaBBIKH 110 HACTPOiiKe
CPCACTB 3aIuTEL HHpOpMa-
LUK IS peaIbHBIX 00BeK-
TOB MH(OPMATH3AIHY B cO-
OTBETCTBUM C TpeGoBaHHs-
MH PYKOBOZSIIMX JOKYyMeH-
TOB

Hpowmesyrounas arrecranus 5 TISTOM CeMeCTpe IpoBONHTCS B hopMe 3a4_c o,

1. ITpumenenne C3U or |
HCIT mns oprasuzanmn
3aIIUIIEHHBIX
KOMITBIOTEPHEIX CHCTEM.
Ipumenerne cpencrn op-
TaHM3AIUA BUPTYATbHBIX
YacCTHBIX ceTei

Ipaxtuyeckoe 3a-
JlaHue, nadopa-
TOpHast pabota

2. 3ammra nporpamm or
H3YHEHHS], CTIOCOOEI BeTpa-
HBaHWUs | 3amTe [10 Me-
TOJIbI ¥ CPEZICTBA OTPaHH-
YCHUS TOCTYIIA K KOMITO-
HEHTaM BEIYHCIUTEIIEHBIX
CHCTEM

[Ipaktuyeckoe 3a-
nanue, nabopa-
TOpHas pabora

Hacrpoiika C31 HCJ1. Kourponsnas pa-

bora

2 Meroanueckue MaTepHAJIbI, oNpeaeIaIomue TpOUeaypbI OeHHBAHKS 3HAHMI,
YMeHuUii, HABBLIKOB 1 (HJIH) onbITA ACATEALHOCTH, XapaKTePHIYIO e npouece
(hopmuposanus KoMIeTeHuii

Metopmuaeckue marepuansi, OTPE/IeAIOIHE TIPOLELYPEI OllEHHBAHMUS 3HAHHH, yMEHHH,
HABBIKOB H (/M) OTIBITA IEATETHHOCTH, HPEJCTABIICHEL B BUAE TEXHOIOTHYECKOM KapTel THCIH-
IUTHHBI (Tabmmmna 3).

Tabmuma 3 — TexHonormyeckas Kapra
Haumenopanue
OILIEHOYHOI'O

cpejicTBa

[Txana ore-
HUBaHUS

Cpoxku
BBITIOTHEHHSI

Kpurepuu
OLICHHBaHUs

7 cemectp
IIpomexyrounas arrecramus s (bopme 3aq ¢ ong
MpakTuyeckoe

.— B ecrpn. 5 6aJIHOB 5 6aﬂHOB : CTyaeHT HpaBHnBHO

3a4aHue 1o Teme | cemecTpa BBINOJTHWII 33/1aHUE. AKKYpaTHO




HanmeHnoBanue

BeEE Cpoku [xana one- Kpurepnn
BBIIOTHCHHUS HUBaHUs OLICHHBAHUS
cpencraa
Ne 1, naboparop- otopmieHo
Has pabora

rparuecKas u TekCToBke yacTy.
4 Ga/LTOB — BRITONHII 3a/aHme ¢
HEOOITBIINMH HETOUHOCTSIM, Ectp
3aMEYaHuS K
odopmrenmio rpaduyeckoii u Tek-
CTOBOM YacTsmM,
3 Ga/L10B — CTYIeHT BBIIONHM
3a/1laHKE C CYLIECTBEHHBIMU HETOY-
HocTsMu. [Tokazan YIOBIIETBOpH-
TCIBHbIC 3HAHHS B PAMKAaX OCBOEH-
HOTo0 y4edHOro Marepuana.
2 0anoB — mpu BRMONHEHUH 3a7a-
HHUSL CTYAEHT HPOAEMOHCTPHPOBaT
HEJIOCTAaTOYHbIH YPOBEHb 3HAHMI],
0 6amnos — 3aganmue ne BEITOTHEHO,
10 6amnos 10 6annos - CTYJICHT IIPaBHIILHO
BBIIOJHHN 3aganue. [Tokaszan or-
JIMYHBIC 3HAHMS B pAMKAX OCBOCH-
HOro yuebHoro MaTepuaia.
5 6anna - CryneHT BRITOJHHT 3a-
ZlaHHE C HEOOIBIMUMHU HETOYHO-
cramu. Iloxasain Xoporme suauns g
paMKaX OCBOEHHOTO yueGHOro Ma-
TepHaa.
3 Ganna - cTyneHT BBIIONHI 3a-
JAQHHE C CYINECTBEHHBIMH HETOYHO-
crami. [loxaszan YIOBIIETBOPH-
TEIbHBIE 3HAHHUS B PAMKAX OCBOEH-
HOro y4eOHOTO MaTepHana.
2 6anna - pH BeIMONHEHMH 3a/1a-
HHUA CTYEHT PONEMOHCTPHPOBAT
HEIOCTAaTOYHBIH YPOBEHD 3HAHMIY,
0 6amios — 3aanue ne BEIITOJTHEHO,
10 Gayutos 10 6amnos - crynent [IPaBHIILHO
BBIMTOJHKT 3a1anue. [Tokasan or-
JIMYHBIE 3HAHUS B PAMKAX OCBOECH-
HOro y4ebHOro Marepunana.
5 Gamra - CTyAeHT BBIIOTHMT 3a-
JlaHHE ¢ HEOOIBLIMMH HETOUHO-
cramu. [loxasan Xoporme 3snanms 5
pamMKax OCBOEHHOTO y4eGHOro Ma-
Tepuaja.
3 6aa - cTynenT BeMONHMT 3a-
AaHHE € CYIIECTBEHHBIMHE HETOYHO-
crsami. [lokaszan YIOBIETBOPH-
TEJbHEIC 3HAHHS B PAMKAX OCBOCH-
HOro y4ebHOro Matepuana.
2 6ai1a - IpH BBINONHEHAK 3aa-
HHUS CTYACHT IIPOIEMOHCTPHPOBAIT

B teyenue
cemMecTpa

Mpaktuyeckoe
3aflaHMe 110 TeMe
Ne 2, naGoparop-
Has pabora

B Teyenue
ceMecrpa

Ipaxrrueckoe
3aJJaHue 110 3a-
JaHHO# Teme No
3, maboparopras
pabota




HaunmenoBanue
OLIEHOYHOT O
CpescTBa

Cpoxu [lxana owe- Kputepuu
BBIIIOTHEHHS HYBaHUS OLICHHBAHHS

HCIOCTATOYHBIH YPOBEHD 3HAHMIA,
0 6annos — 3ananwe ne BBIIIOJIHEHO,
ITpakTHueckoe B teuenue 10 6asnos 10 6annos - crynent IIPABHIILHO
3ajlanue 1o 3a- cemecTpa OTBETHII HA BONPOCHL [lokazan o1-
MlaHHOK Teme Ne JIMYHbIE 3HAHKS B PAMKAX OCBOCH-
4, J61a6opaT0pHaﬂ HOTo y4eOHOro Marepuaa.

e 5 GANOB - CTYZeHT OTReTHN Ha BO-
HPOCBI ¢ HEGOIBINAMH HETOYHO-
cramu. [lokasan xopommwe 3nanus g
PaMKax OCBOEHHOTO y4eOHOTO Ma-
TepHana.

3 Ganna - cTy;eHT oTReTHN Ha BO-
IIPOCHI C CYIIECTBEHHBIMH HETOY-
HocTsMH. [Tokazan YIOOBJIETBOpH-
TCIILHBIC 3HAHUS B PAMKAX OCBOEH-
HOTO yueGHOro MaTepuaia,

2 6aluia - Ipu BEIIOTHEHAH 3aza-
HHSL CTYJICHT HPOJIEMOHCTPHPOBAI
HEJIOCTATOYHBIH YPOBEHb 3HAHMIA,

0 6amios — 3aanme He BEINIOJTHEHO.
| B teuenne 30 bannos 30 Gaiio - cTyeHT npaBHIBHO
Kontponbuas patora cemecTpa OTBETHII HA BONPOCEL. [Toxasan or-
JINHbIE 3HAHKUS B PAMKAX OCBOCH-
HOI'o y4ebHoro Matepuaa.

15 6anoB - crynent oreermi na
BOIIPOCEI C HEOOIBLUIMMHU HETOUHO-
crsmu. ITokasan xopommue 3nanus g
pamMKax OCBOEHHOI0 y4eGHOro Ma-
TepHana.

10 Banna - crynent orsern Ha
BOIIPOCHI ¢ CYIIECTBEHHBIMH He-
TouHocTAMH. [Tokasan ynosnerso-
PHTEJILHBIC 3HAHHS B PAMKAX OCBO-
EHHOro y4e0HOro Matepuaa.

S Gaa - Ipy BBIOIHEHHH 3a1a-
HUSL CTYJICHT TIPOJIEMOHCTPHPOBAJ
HEIOCTATOYHBIN YPOBEHD 3HAHUIL.

0 6as10B — 3a51aHKe He BBIMONHEHO,

HUTOTO: - 65 -
bamion
Kpurepun onenxu pesynsraros O0YYCHHS 110 TUCLHILITHHE:
0 — 64 % or MakcumambHO BO3MOXXHOH CYMMBI (auioB — «HEYJIOBJIETBOPHTELHOY
(HemocTaTounbLi ypoBens s POMEXYTOUHOM aTTECTAIUH [10 AUCIHTIIHHE);
65 — 74 % oT MakcuMaTBHO BO3MOXHOHM CyMMmel Gamuiop — «yJIOBIIETBOPHTEIILHOY

(moporoBxIit (MHHHMAITBHEII) ypOBeHS);
75 — 84 % 0T MakcHManbHO BO3MOMKHOM CYMMBI GaLIOB — «XOPOTIO» (Cpe iHuii YPOBEHB);
85— 100 % or makcuManBHO BO3MOMKHOH CyMMBI OaJLIIOB — «OTITHYHOY (BEICOKHIA (MaKCHMAITh-

umﬁ) YPOBEHB)




3 Tunossie KonTpoaALHBIE 32/IaHH3 HIH HHbIE MATEPHAJIDI, HeoOXoquMBIe 1151
OLCHKH 3HAHHH, YMeHHH, HABLIKOB H (mi1n) ombITa AEATEILHOCTH, XapaKTepu-
3yromue npouece gpopmupopanus KOMIIETEHLHI B X0/1e 0CBOeHMs obpa3zoBa-
TEIbHOM NpPorpaMmel

3.1 3apamns nas rekymero KOHTPOJISA yeneBaeMocTH

Ipakraaeckoe 3aganme No 1 Ilpumenenne C3U or HCJT pis opranmsanmm 3amm-
IMECHHBIX KOMILIOTEPHBIX CHCTEM.

3aoanue 1: Hactpous cpeactea aymura B C3U HCJT

3aoanue 2: Tposectu ayuT HH(pOpMAIHOHHOM Ge3onacHocTH APM ¢ ycTanosiieRERM
C31 HCJI ¢ ucnosns3opanmem openVAS wumu spyroro CKaHepa Oe3omacHocTy,

3adanue 3: Ycranosuts u HacTpoutk cepsep SNS u B jomere GezomacnocTi 3aperucTpu-
POBATE MHHUMYM OJIHOTO TIOJIB30BATETS.

3aoanue 4: Ycranosuts Alien Vault, Iposectn ckanuposanmue ¢ ero TIOMOIILBIO,

Ipakrageckoe 3axanme No 2 Ilpumenenue cpencrn OPraHH3alHu BHPTY albHBIX
YaCTHBIX ceTeii.

3adanue 1: Opranusosats VPN TYHHENb BO3MOKHO HCIIOIh30BATE ¢BoOOIHO pacmpo-
crpanseMsiii OpenVPN,

3adanue 2: IIPOKOHTPONMPOBATH MMHUpPOBaHHE B TYHHEJIEC UCTIONB3Ys wireshark

3adanue 3: nepexparurs TpadPHK MexKTY y3iIamu ¢ HCIIOJIb30BAHUEM TYHHEIMPOBAHUS U
Ges.

3adanue 4: samudposars, Gaiin ¢ ucnonbzosanmem veracrypt. Ilepenats ero o cety u
TepexBatuTh. [locMoTpeTs ecth 111 Bo3MOYKHOCTS TOJIyqUTE IOCTYIL K COepARHAMOMY (haiira.,

Ipakriyeckoe 3aganme Ne 3 3ammra nporpamm or H3YYeHHuS, CNI0Co6bI BCTpanBa-
HHA ¥ 3amuTeI 10,

3adanue I Mposectu HOTILITKY NH3acceMOIIMpOBaHus (m3ydenns HpOrpaMMHOIO KoJ1a)
JUISL IPUITOKEHHS.

3adanue 2: TIposectu HOMBITKY [m3acceMOmMpoBanus (M3yuenns TIPOrpaMMHOr0 KoJia)
JULsL aHTHBHpYCa.

3adanue 3: TIpoectn TOMBITKY IH3acCeMOIMPOBAHHS IPHITOKeHHS, paspaboranHoro na
Visual C++ u C#

3adanue 4: Tpoeectu HOMBITKY TH3aCCeMOIMpOBaHHUS HPUIIOKEHUS, pa3pabOTAHHOTO Ha
SA3BIKE pyton.

Ipaxruueckoe 3azanme No 4 Metoawi u cpexcrra OTPAHMYEHMSI IOCTYIIA K KOMIIO-
HEHTAM BBIYHC/IUTEIbHDBIX CHCTEM.

3adanue 1 Hactpouts cpencreo samuTer or HCJI st orpanndenus HCIIOIb30BaHUA
BHCIIHUX HAKOIHUTENEH B CHCTEMe.

3adarnue 2: Hacrpours CpeAcTBo samuThl ot HCJT st orpanudenys JOCTyIIa MOJIb30Ba-
TeIeH K yaneHHbIM PaGOuHM CTOIaM.

3aoanue 3: Hacrponts CPECTBO 3ammTer o1 HCJL aytst orpanuyens KOJIHYECTBA MOIIbI-
TOK BXOJIa B CHCTeMYy,

3adanue 4: Hacrpours AIIAPATHO-NPOTPAMMHBINA MO/TYJIb AOBEPEHHOH 3arpy3ku(mo6oir)
Ha BEIMOJIHEHHAE cOpoca Yepes onmpesienenHoe BpEMSL.

3adanua ona svinonnenus nabopamopusix pasom

Uzyuenne cpexcrea ®PUKC

YeranoBute cpeacrso (rkcaimn u KoRTpOIS IIPOrpaMMHOro KoMrekca. CHATE KOH-
TPOJIBHbBIE CYMMBI ¢ Tianku. [lamka COTJIACYETCs ¢ IMperoaBaTesiem.

YeranoBuTE moGoii KAILKYIATOP Xewl ()YHKIH U cpaBHHUTE ero pabory ¢ paboroii
OHKC.



Hsyuenne cpegcrpa Tepsep
YeranoButs cpenctso nomncka u I'4paHTHPOBAHHOTO YHHYTOXKEH HsI uapopmarmn. Coznars
Qaiin ¢ hamummeit CTY/ICHTA M pacIUMpeHneM txt. YV ianuTh ero, Haiitn ynanenusiii daii ¢ uc-

CTaHOBJIEHUS.

Hsyuenue cpexcrs PeBnzop 1 XP u Pepm3op 2 XP

YeraHoBHTE cpenctBa cozmanus i TPOBEPKH MOJIEIH pasrpaHUYeH s JIOCTyTIA B aBTOMA-
TH3UPOBAHHEIX cHcTemax. CO3MAaTh MOJIEIh pasrpannyeHus focryna. Usmenurs HacTpolKH 6e3-
OMAaCHOCTH HPOHU3BOJILHOIO (haila, Iposepute Moziens i cpapuuTs ¢ TOJIyYEHHOH paHee.

Hacrpoiika moacucrem 3amuUTHI Secret Net.
YeraHoBuTs # HacTpouts C3U HCJI Secert Net 5.1

Hacrpoiika noxcucrem samure: Dallas Lock;
YcranoButh u Hactpouts C31 HCJI Dallas Lock

Hactpoiixa noacucrem samurs; Crpax NT
VYeraHoBuTs 1 HacTponts C3U HCJT CTpax

AIIMA3 Co6o.n
YcraHoBuTs 1 HMHHIHAATH3HPOBATE 11aTy CoGop,

3amura ¢ menosbzoBanmem AIIM3 Akkopa
Veranosuts u HHUIHAIH3UPOBATE 1171aTy AKKOpJ,

Muzaccembaeps: u oTiagunin
Hccenenoars BosmoxHocTH objdump u AU3aCCeMONMPOBATE NPHIIOKEHHE 110 coriacosa-
HHIO ¢ nipenofiaBateneM. Bermonuuts AU3acceMONTMPOBAHKE ¢ HCIIOIB30BAHEEM IDA.

Kommnounents cucrem samur: HH(pOpManHn
B Secret Net paspemmrs moxmouenme TOJILKO IOBEPEHHBIX ()IIel-HakonuTeeit,

AnnaparHsie Moay.u cucrem 3aIHTHI HHGOpManu
YcranoBuTh u HacTpouTs mnaty Cobonb comectHO ¢ Secret Net.

Konmponsnas paéoma

Bomosnauts 3axanue o CHIENYIOWMM BAPHAHTAM (TeMaTHKa yKa3aHa IIPUMEpHAst H MOKeT
H3MEHATHCS):

1. Yeranosuts 1 HacTponts Secret Net Studio s BEMONHEHNS TpeboBanmuii knacca 3a.

- YCTanoBuTh  HacTpouTs Secret Net Studio st BemoHERIS TpeGoBauuii kmacca 36.
3. YcranoButs u HacTpoutk Secret Net Studio s BemonHenns TpeboBanuii Kinacca 2a.
4. YcranoBHTS 1 HacTpouTs Secret Net Studio st BeImOTHEHMS TpeboBanwmit Kiacca 26,
5. YcranoBuTh u HacTpouTs Secret Net Studio 15 BRmOTHEHAS TpedoBanmif Kiacca la.
6. YcranosuTh M HacTpouts Secret Net Studio utst BEIIOTHEHMS TpeGoBanuii kmacca 16.
7. YeTanoBuTh u HacTpouTs Secret Net Studio 151 BeIONHE RIS TpeboBanuii Kacca 15,



8. YeranoButs u Hactpouts Secret Net Studio wist BemOTHEHES TpeboBanmii kinacea Ir.,

9. YeranoBHTB 1 HacTponTs Secret Net Studio ju1s BRMONHEHMS TpeboBanuii knacca V31,

10. YeranoButs u mactponts Secret Net Studio s BEmoTHEHMS TpedoBaHHuI Kiacca
V32,

11. Yeranosuts u nacTpouts Secret Net Studio mis BEmonHEHNS TpeboBanuii Kiacca
Y33,

12. Yeranosuts u mactpouts Secret Net Studio st BEMoONHEHHS TpeboBanumif K1acca K1.

13. Veranosuts u mactpouts Secret Net Studio st BEmONHEHHS TpeboBanuii Knacca K2,

14. YeranoButs u mactponts Secret Net Studio st BEmMONHERUS TpeboBanuii kiracca K3.

JABATCIICM U3 CYINECTBYIOIHX CepTHOHIMPOBAHHBIX CPEICTB 3alIMThI HHpOPMALHH.

3anaHus BEIIOTHATE B COOTBETCTBHH C TPeOOBAHHAMHE ETHHOM CHCTEMDI JOKYMEHTALHH
(ECILI) u P11 013-2016 «Tekcrosme cryaeH4eckne paborsr. [IpaBmia ohopmITeHHS».

CTpyKTYpHBIMU S71eMeHTaMH nanHOif PabOTHI NOIGKHBI GBITH:

- TUTYJIBHBIH JTHUCT;

= TCKCT 3a/1aHKs (B COOTBETCTBHH C BapHAHTOM);

- COZIepIKanHue;

- BBEIICHHE

- OCHOBHASI Y4CTh;

- 3AKIIFOYEHNE U BHIBOJIBL,

- CITACOK HCTIOTh30BAHHEIX HCTOYHHKOB;

- IPHJIOXKEHHSI.

Bo BBenennu naetcs kparkoe onmcanme H3Y4aCMOH INCUMIUTHHEL KOTOPOii MoCBsimeHa
AanHas paboTa, a TaKKe IPUBOUTCS 0030p BBINONHEHHOH PaGOTEL

3aoanun ons OP2AHUBAUUU «6XO0HO20» KOHmpons 3nanuii o6yuaomuxca.

1. ABTOMaTH3UpOBaHHAS cHCTeMa:
a) pasjieneHHas CHCTeMa;

0) pazo6iennas cucrema

B) HH)OPMaNHOHHAs cucrema, Brmoyas CBT, nepconan, JAOKYMEHTAIIHIO,
2. YT0 OTHOCHTCS K CPe/ICTBAM 3AIHTDI:

a) MexKceTeBoi JKpaH;

6) OC;

B) TEKCTOBBIif IpoLeccop;

3. Yro otHOCHTCS K CPEICTBAM 3aLHUThHI;

a) CPexcTBa 3AIHTEI OT HCH;

0) MoHHTOP;

B) KJIaBHATYpa.

4. Yo oTHOCHTCS K cpesicTBaM 3ALIHATHI

a) AHTHBHpYC;

6) Word;

B) Excel;

5. Yto otHOCHTCS K CpescTBaM 3arHTLI:

a) cHCcTeMa o6HapyXeHHs u HPEAOTBPAIIEHH S BTOPKEHHIA;

©) cucTema paGoThI ¢ JIUCKOM;

B) CHCTeMa IOHCKA HH(OpPMAITHH;

6. Oprau BiacTi oTBeyaomuii 3a 3alMTY HHOPMALHH He KPHOTOTpaUUECKUMH CpeacTBAME:
a) OCBE;

0) ®CTIK;

B) Pockomuamzop.

7. PykoBoasmmit 1oKyMeHT 1o 3aUIATe KOH(DUACHIHATLHOM HH(pOpManuy;



a) CTP;

6) CTP-K;

B) CTK-H.

8. Pykosomsimmit JOKYMEHT 110 HH(BOPMAIHOHHBIM CHCTEMaM I1ePCOHANIBHBIX TaHHLIX:
a) ®3152;

6) I 1119;

B) PIT ®CTHK. AC KIlaccupuxarms.

9. PykoBosmmit AOKYMEHT 110 aBTOMATH3MPOBAHHBIM CHCTeMaMm:

a) O3 152;

6) ITII 1119;

B) P ®CT3K. AC KIaccH(pUKaIms,

10. Cnyx6a orBewaromas 3a 3alHTY HHpOPMaIHH KpHIITOrpatuiecKumu cpecrpamu:
a) ®CE;

6) ®CTIK;

B) Pockomuazop.

11. Yro orHocuTes K IPOrPaMMHO-AIIaPATHEIM Cpe/IcTRAM obecneyerns MH(DOPMAIHOHHO#H
GesonacHocTn

a) CHCTeMBI, TomycKarome PCAIbHBIE OTKIIOHEHHS OT 3a/[aHHBIX 11apaMeTpoB;

0) cucremer AJIMUHHCTPAPOBAHMSI;

B) CHCTEMBI 3aIHTHI OT HECAHKIHOHHPOBAHHOIO JI0CTYTIA;

12, O6s3atensupv YCIIOBHEM HCTIONb30BaHHUS CPE/ICTR 3alUTEI HA TeppHTOpHH P stpjistercs:
a) HaMYHe JeHCTBYIONIEro cepruukara PCTIK:

0) Hanuuue NIPEeTNCAHHUS;

B) HATMYHE paspermeHus.

13. Yro e ornoCcHTCH K TPOTPaMMHO-aNaPATHEIM CpecTBaM obecnieuenns MH(OPMAaHOHHOH
6e3omacHocTH:

a) CHCTeMbl 0GHAPYKeHHs 1 UPCAOTBPAILEHHS BTOPKEHMIA;

6) ananmsatoper Hexonmpix TEKCTOB MIPOrpaMMHOTO obecredenus;

B) allNapaTHO-MPOrPAMMHbIE MOJTY/IH HOBEPEHHOM 3arpysku.

14. 9o e sBisiercs CepTUHIHPOBAHHOI cHCTeMO AHANIM3a HA YSA3BHMOCTH:

a) Ckanep BC;

6) MaxPatrol;

B) namp.

15. Yto ne sBisercs C3U or HCJ:

a) SecretNet;

6) DallsLock;

B) Cisco ASA.

Bonpoce ona Sauiumol KOHMPoNLHOI padome:

1. OnHoyposuesas mozens PasrpaHiYeHust focTyna, MOCTOMHCTEA I HEJJOCTAaTKH.

2. Muoroyposuesas mozes PasrpaHWYenust N0CTyna, oCTOMHCTEA I HEIOCTATKH.

3. Ilpumenenne CLHCUHANN3HPOBAHHEIX [IPOrPAMMHbIX CPCACTB 3alMTE MHQOPMANMK, HX j0-
CTOMHCTBA U HEJIOCTATKH.

4. ®usHyveckue HOCHTENH KOJIOB IapoJiei.

5. Tpebosanms CHCIHATH3UPOBAHHBIM CPE/ICTBAM 3AIMUTET uHpOPMaNHH OT HECaHKIHOHUPO-
BaHHOTO JIOCTYIIA.

6. Opranusanms BHPTYAIIbHBIX JTOTHYECKHX JIHCKOBR.

7. Mexanusmer opranusarmu KOHTpoIIst loctyna 10 3arpysku OC. Mexanusmbr nosepennoii 3a-
rpyskn OC, peanusopannsie B C3U.

8. Toxcucremst sammuTe: HH(OPMAIHK 1 HX peamusamus B C3U or HCJT «Crpan-NTy.

9. loacucTemsl 3amuTs: UHGOPMAIHE 1 ux peamusauns 8 C3U or HCJT «Dallas Locky,



10. IMozencremsr 3amuTer MHDOPMAIIK 1 BX pearnsars 8 C3U or HCJT «Secret NETy.

11. Oprauuzanms sammmerHsx BBIMHCITHTENbHBIX ceTel Ha Gase C3U ceteroro JIEHCTBHSL,

12. Opranuszanms VPN-cereit. 3amaun, permaemeie VPN, Tynnemupopanue 5 VPN,

13. Dnexrponnsie cepruduxare [Toustue HH(PACTpyKTyphI OTKPBITBIX KIIKOYEI,

14. TIpoTokosnsr u Cpencrsa opranusanun VPN Ha ceterom yposre. Hasznauenne, o6macry IIpH-
MCHCHHSL, ay TeHTH(UKANKs 1 IIM(DPOBAHHE NaHHX B nporokosiax SKIP u IPSec.

15. IIporokomsr PPTP, SSL.. Hasnauenue, o6nacrp [PHMCHCHMS, ayTeHTH(DUKALHs | wudposa-
HUE JaHHBIX.

16. Oprannsanus samumensoro 00OMEHA JaHHBIMH B ceTH ¢ IpMMEHEHHEM cepTHUIUpOBaN-
HBIX CHCTEM.

17. llnposanmue u ofmen E(poBaHHOl HE(OpManwmeit ¢ HCIIOB30BaHHEM CHCTEMBI « PGPy,
18. 3awura ceresoro TpaduKa cpencTramn nporokona [PSec 8 OC Windows NT 5.0.

19. Oprasusanus 3amumentoro AOKYMEHTO060pOTa ¢ HCMOIB30BaAHEM Kpunrorpapuueckmx
CPEACTB, npenocrarnsemerx CK3U «KpunrolIpoy.

20. 3ammTa oT noxKMoUeHNs YCTPOHCTB He 3aperHcTpHpPOBAHHEIX B CHCTeMe.

21. Hacrponts Secret Net s AC KIlacca 3a.

22. HacTpouTs Mexanmsm 3aMKHYTOH MporpaMMHoOi cpept s Secret Net.

23. Yeranoeuts na DBM C3U1 HCJT Dallas Lock.

24. IIpoBectu aynut UB ms II9BM ¢ C3U HCJL,

25. HacTpouTs MexaHm3m KOHTpOJISL yeTpoiiers s C3H HCJI.

26. Cospaiite ¢ ucnonbzosanmem C3H «StrongDisk» 3 BHpTyambHEIX JTACKa C pa3siIHYHBIMH arna-

HOMY YHHUYTOXKEHHIO JTUCKOB.
27. Cpencreamu C3U «StrongDisk» T'apaHTHPOBAHHO YIAINTE C AUCKETHI KECTKOro JTHCKA TeK-
CTOBBIH (aityl. Y6emrecs B HanexHOCTH YIalleHust JaHHBIX.

28. C wucnomesoBanuem C3U «Crpax-NT» co3aarb noszosarers. Hasnaunts nomesosaremo

MOHCTPHPOBaTh, 4To (aifl, co3nanubIii B KaTagore «CekpeTHO», a Tak xe ero YacTh, HE MOXKET
OBITH CKOIIUPOBAH B KATAIOr ¢ HH3LIHM IPH(OM CeKpeTHOCTH.
29. C ucnons3oBannem C3U «Dallas Lock» cosnars HoJp3oBarend. HasHauutes moassoparero

HU3IIUM IPHGOM CEKPETHOCTH.,

30. OcymecteuTe KpunTorpadudeckyo 3ammTy ceresoro Tpauka cpencteamu OC Windows
2000. IepexBatuTe B T0KATBHO ceTh TaKeTel, yOeuTeck B mudposanun Tpaduka.

31. Hactpoiite Web-cepep s opramusaruu SallMIEHHoro noctyna k. Web-cTpanumne ¢ me-
[OIb30BaHUEM TIPOTOKOTA SSI.. Daiin-ceprudukar OTKPBITOTO KIIKOYa TPUIIAraeTcsy.

32. Crenepupyiite u ToTy4uTe B BHjE (aiina ceprudukar OTKPBITOIO KITFOYa ¢ HCIOJb30BAHHEM
OC Windows Server 2003,

33. Hacrpoiite Bxosmee noaxiroyenrne VPN ¢ ucnonbzopanmem nporokona PPTP. Hacrpoiite
1 YCTaHOBHTE NOAKITIOYCHAE KIIMEHTCKOTO y3/1a. BBImoMauTs ¢ ucnone3osanueM OC Windows
Server 2003.



Juct perucrpannn usmenennuii K PIIJ

Konuyectro
CTPaHHI]
H3MEHEHUs

[omnuce
paspaborumka

Howmep mporokona 3acenanus Kadenper,
JlaTa YTBEPKACHHUS H3MEHEHHS
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